Prevent unexpected access to the camera

Change the default user name and password

Network cameras can be configured to be accessed from the Internet. However, depending on how the
cameras are configured, they may be unexpectedly accessed by the third party, which may cause
infringement of privacy rights, leaking of information, and other issues.

If you connect a camera to the Internet, make sure to configure the following settings.
@ Turn on user authentication

@ Set anew user name and password

® Delete the default user name

Configuration example (refer to the operating instructions provided with your camera for further information
about the settings used for your camera)

Preparation 1. Startup the web browser and display the “Live” page on a PC.
2. Click “Setup” button and then click “User mng.” button.

The user authentication window will be displayed.

User auth. Hest auth. System

Userau o € ®select "On" for "User auth."
Authentication Digest or Basic |~ * Set to "Off" by default.
Then click “Set” button.

User name < @Register a new user name and
Password password

Retype password * Select "1 Administrator” for the access level
Access level 1. Administrator "2 Camera control @ i Live only Then click “Set” button.

®Delete the default user name.
- Click the [Delete] button after selecting the

user name to be deleted ("admin[1]")

® Depending on the model used, the screens shown in the explanations may differ to the actual camera screens.

Cautions for user names and passwords

- Use a combination of characters and numbers that is difficult to guess.
Avoid using a string of the same characters, such as "11111", birth dates, or telephone numbers.
- Change user names and passwords periodically.
- Make sure to manage the configured user names and passwords.
- Delete all user names that do not have an assigned user.

After changing the user name/password

Also change the user names and passwords registered to the following.
Refer to the operating instructions provided with your camera for further information about the settings
used for your camera.

- Network Disk Recorders

- Network Camera Recorder with Viewer Software

- Panasonic Security Viewer

- Browsers used by PCs and smartphones (the new user name and password must be saved to the browser
in order to reconnect to the camera)

- PC software such as WV-ASM200 and WV-ASF900

- All other devices and software connected to the camera
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- Panasonic Security Viewer
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